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As 2015 draws to a close, I've started to think about what's
going to be important for IT service management (ITSM)
professionals in 2016. Here are 15 tips that you might like to
consider as New Year’s Resolutions for 2016. Some of
these tips are focused on improving IT service
management or information security management to help
your IT organization, and others will help with your
personal development as an IT professional, but all of them
will help to improve how you deliver IT services to your

customers in 2016.






Spend more

time with your

customers

It's amazing how much you can learn about your customers by

simply spending time with them while they are working.

One IT organization | work with sends every member of the service
desk out to work in a business unit for one day every year. They
started to do this when analysis of customer satisfaction ratings for
incident management showed that service desk agents who had
previously worked in the business were getting much better ratings.
They now have superb customer satisfaction ratings for nearly

every incident.

You may think that you know what your customers do, and what’s
important to them, but if you don’t spend enough time just sitting
with them to understand how they work you will never be able to

deliver great customer service.



Focus on
customer experience
In everything you do

| have heard many people talking about customer experience, but few
IT organizations seem to really focus on customer experience as an
important outcome for their activities. There are many times that we
should be thinking about customer experience; here are some you

could consider:




Y& When you design or change an ITSM process,
include customers in the design team whenever
you can. After all, customers will have a significant
part to play in nearly every ITSM process. At the
very least you should make sure that the design
team considers the impact of every decision they

make on customer experience.

Y& When you design or change a user interface or a
form, either for an ITSM tool or for a business
application, consider the impact on customers and

their experience.

Y¢ When you are managing incidents or problems,
make sure that you spend as much time thinking
about the customer experience as you do on the
technical issue. It's very easy for technical people
to become absorbed in the intricacies of fixing the

issue and forget that there is a customer.

¥ If you are responsible for SLAs and reporting, then
ensure that these are completely focused on
customer experience. Customers don't care about
abstract numbers and endless charts; they care

about how they experience your service.

Every single activity you carry out should have this sharp focus on the

experience you create for your customers.



Find out if your
customers are
purchasing
shadow IT

Shadow IT is a term used to describe IT that has been procured
directly by a business unit, without the involvement of the IT
organization. It can include things as simple as using a free file
sharing web site to share information with customers, but it can also
include the purchase of complex solutions for CRM or ERP delivered

as Software as a Service (Saas).

Many IT organizations that | speak to tell me that shadow IT is not a
problem in their organization. But when | speak to their customers |
find that there are many examples of shadow IT in use that the IT

department doesn’t know about.

The use of shadow IT is not in itself always wrong, but if you aren’t
aware of it then something has gone badly wrong with the way you
understand and meet your customer’s needs. It really is essential that
you speak to your customers and understand what IT solution they're
using, so you can help to ensure that these are appropriate in terms

of security and governance.

I'm not suggesting that you should tell your customers off for using
shadow IT, simply that you should understand what they are using,
and what benefits this delivers that you are not able to provide. You
might need to improve your service offering and help to protect your
customers, especially if they’ve chosen solutions that have underlying

risks they haven’t thought about.



Spend more
time on problem
management

Most IT organizations spend far too little time and effort on problem
management. It's never too late (or too early) to get started with
problem management, so if you aren’t doing any, then why not start
in 2016, and if you are already doing some then why not see if you

can improve this critical area?

The first thing to do is to decide what problems you need to focus on.
| like to use a Top 5 (or Top 10) problem report, which is created each
month and identifies the problems that have had the biggest impact
on the business. This does require you to put some effort into

analyzing incident data, but the payback can be very high.

Once you have identified your Top 5 problems you should talk to your
customers, to make sure they agree with your priorities (see Tip #2),
and then think about what you can do to reduce the impact of these
problems. You don’t necessarily have to fix them, or even to fully
understand the root cause. The most important thing to do is to
reduce the impact these Top 5 problems have on your customers. You
could do this by identifying the root cause and fixing it, but you could
also do it by identifying a workaround that can enable rapid recovery

when the problem occurs.

The best way to measure the impact of problem management is by
measuring the total impact of the Top 5 problems each month, and

demonstrating that the impact of these is going down.



Spend more
time on continual
Improvement

Continual improvement is another area where a small investment of
time and effort can provide enormous payback in terms of improved

efficiency, effectiveness, and customer satisfaction.
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The most important thing to understand about continual improvement

is that it is more about attitudes, behavior, and culture than it is about

UAL IMPR" o ,
processes and tools. Continual improvement can’t be delegated to a
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continual improvement manager, it must be part of how everyone
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works. If people have passion for improving what they do, then they
will find ways to make this happen. Every team, every group, every
department and the overall IT organization should have a CSl register

that they use to log, track, and report improvements.



| earn about

emerging ideas

in I TSM

The most widely adopted best management practice for ITSM is ITIL®
(formerly known as the Information Technology Infrastructure
Library), and it certainly makes sense to learn about ITIL and to adopt
many of its ideas when you’re designing your IT service management
system. If you're not familiar with ITIL then | strongly recommend

reading about it and taking some ITIL training courses.

ITIL is certainly helpful, but it’s not enough. There are many other
sources of good practice, and there are many new ideas that people
are using to help them create value with IT. Sometimes you will see
people proposing that these other ideas should be used instead of
ITIL, but | don't think this makes much sense when you could be using
a wide range of different approaches to help you build your
management system, with each of them bringing a different

perspective and adding additional value.

Some of the approaches that you should learn about, to see if they

can help improve IT service management in your organization include:

¥¢ COBIT. This is a business framework for the governance
and management of IT. It is most commonly used by people
responsible for audit and compliance, but it has much
wider applicability than that, and can be very helpful to

any IT organization.



s Agile. Most people think of Agile as a software development
methodology, but it can be applied equally to all aspects of IT
and ITSM. The basic idea behind agile is to break work into short

work cycles (sprints) that deliver measurable value in short time.

%DevOps. For many years IT operations departments have
complained about development organizations that “throw

|II

software and solutions over the wall” with insufficient testing,
documentation, or operational support. Similarly development
departments have complained about bureaucratic change

and release procedures that delay the delivery of value to

the business without adding value. DevOps tries to resolve
this conflict by creating a culture where operations and
development teams work much more closely together and by
implementing automation for many aspects of integration,

testing, and deployment.

¥¢ Kanban. There are always bottlenecks and constraints that
reduce efficiency and create waste. Kanban tries to minimize
these by helping you to visualize workflow and limit work in
progress. A great summary of the Kanban approach is to “stop
starting and start finishing”. By starting fewer things and
completing everything you start you can deliver more output

with fewer resources and less waste.

Why not make 2016 the year when you learn about some of these

ideas and incorporate aspects of them into the way you work?

All of the tips so far have been about things you can do for your IT
organization. The next few tips are about things you can do for

yourself, and for your own professional development.



Find a mentor

We all need to develop our skills, knowledge, and competence if we
want to keep up with the rapidly evolving IT industry. There are lots of
things you could do to help you with this, but probably the most

important is to find someone who can be a mentor for you.

The job of a mentor is not to teach you, but to act as a sounding
board for your ideas; to talk through the issues you face at work and
help you to come up with approaches and solutions that might help
you. You may want a mentor who is an expert in IT service
management, but it can be equally helpful to work with someone
who knows and understands the organization you work for, or the
industry you work in, or can offer guidance in other areas such as

managing people or projects.

Don't be afraid to ask someone you respect to act as a mentor.
The worst that can happen is that they will say no (but PLEASE
don’t ask me as | will have to say no, | already have far too many

people | mentor).




TIP #8

Offer to mentor
someone else There will never be enough mentors for all of us if we don't also offer

to mentor other people. If you are thinking of asking someone to
mentor you, then you should also think about offering to mentor

someone else.

The mentoring relationship is not one-sided, with a mentor
providing information that the other person absorbs. It is a two-way
relationship and can provide as much value for the mentor as it
does for the person they are mentoring. | have mentored many
people in many different roles, and | have learned things from

every one of them.



Attend an
ITSM conference

You can find IT service management conferences in every part of the
world. These vary from half-day events that are free to attend to
quite expensive multi-day events. Conferences give you an
opportunity to listen to a range of presentations, so you can learn
how other organizations have solved their ITSM challenges, but the
biggest benefit of attending a conference is the networking. These
conferences are attended by people who do similar things to you, and
you can learn a lot from just chatting to the other ITSM professionals
at the event. You may even find you get on so well with someone

you meet that you can set up a mentoring relationship.




Join the

Back2ITSM group
on Facebook

There are many social media channels that you can use to help with
your service management issues, and you could investigate a number
of different forums and groups to find one that suits you best. If you
don’t have time for this, then just join the Back2lTSM group on
Facebook. This group has a wide range of welcoming and helpful ITSM
people, with all sorts of abilities, special interests, and skill levels.
Whether you want to get help and advice on a specific ITSM issue, or
you just want to network with other ITSM professionals, you should
be able to get what you need - and of course it won't cost you

anything except a few minutes of your time.



Stop and reflect on how
you re spending your time

Talking about how you might want to use a few minutes of your time,
| once had a very wise manager who told me that | should stop
whatever | am doing three or four times a day and ask myself, “If the
paying customers knew this is how | spend my time, would they be
happy?” | have followed this advice for many years now and it always
helped me to remain focused on what'’s important - creating value for

my customers.




P

Enable two-factor
authentication wherever you can

If someone learns the passwords you use on the Internet, then they
can impersonate you and do incalculable damage to your reputation,
and to your finances. There have been many reports of password

databases being breached, leading to millions of user passwords

being exposed. The best way to defend yourself against becoming a
victim of these breaches is to use two-factor authentication. This
means that when you log in you need to provide two things, usually a
password and a number that you receive as a text message on your
mobile phone. Sites with two-factor authentication typically allow you
to register your trusted devices, so you only need to provide a second

factor when logging in from a new device.

Two-factor authentication is available on many different sites on
the Internet, including Google, Facebook, LinkedIn, Twitter, PayPal,

and others.

While we're on the subject of security, here are two more information

security tips for IT service management people.



Include information security
management in every aspect of
IT service management

Information security is an absolutely critical area for people who care
about creating value with IT, and is something we all need to be
aware of. You can't just leave information security to the infosec

professionals - everyone needs to be involved.

Whether you are designing a new process, investigating a problem,
reviewing a change, or carrying out any other aspect of IT service
management, you must think about the information security
implications of what you are doing. Be alert to the fact that

people probably are trying to breach the security of your systems
and services, and you have a responsibility to help prevent this
from happening, and to help detect that it has happened when it

can’t be prevented.



Assume you will have a
security breach

The number and size of security breaches keeps increasing, and many
organizations have suffered major loss of reputation, and money, due

to these. In the past, organizations would build defenses to prevent

security breaches, but that is no longer enough. You also need to
have well-tested plans in place for what you will do when a breach
happens. If you, as a service management professional, have not
been involved in tests of security incident response plans, then you
need to find out why, and make sure you will be in a position to do

the right thing when a breach happens.

And finally...




Make time for some fun

Life shouldn’t be all about work, and professional development. You
also need to get away from IT and IT service management and have a
bit of fun. Make sure you take enough time for yourself and for your
friends and family, it will not only leave you feeling better but you will
also do a better job at work when you come back with new energy

and focus. So take a bit of time out when you can, and come back

refreshed and ready to deliver great service to your customers.
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